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Ground Rules
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Agenda & Goals

• Overview of Azure AD

• Deployment lessons from the real world

• Outline items that can accelerate your deployment

• Avoid things that can slow you down

• Deep Dive on common technical challenges and how to 
over come them

What is Azure AD?
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Azure AD

Active Directory

AD FS

Active Directory 
Domain Services

DirSync

Fabrikam Contoso Tailspin Toys

Applications

Microsoft Azure Active Directory
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Azure AD

AD FS

Active Directory 
Domain 
Services

DirSync

Google Apps SalesForce.com

Identity platform for MS online services

Facilitates authentication and provides directory 

information for:

Any customer on Office 365 is already an Azure AD 

customer
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Premium identity capabilities

Self service

SAAS app management

Multi-factor authentication

Azure AD intelligence

Administrative units

Azure AD Domain Services

Azure AD 
architecture
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Architecture overview
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• The cloud would be an awful user 

experience

• Enterprises would have a tough time 

controlling access to their data

• Application security practices would 

be questionable, at best

• The API economy would fail

• I would be out of a job

If there were no hybrid identity solutions
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Software assurance

SLA – 99.95

High availability and disaster recovery

Safeguards on operator access

Secure storage of hashes only
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Azure AD architecture

Natively multi tenant

Multi tenancy is enforced in software

Built on open standards

High scale

Azure AD architecture (continued)

High availability across data centers

Support compliance standards

Very high operational reliability
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Azure AD domains
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•

•
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High level deployment plan

1. Configure your tenant

2. Choose your Authentication method

3. Deploy AAD Connect & Connect Health

4. Enable SSPR + Password Write-back

5. Configure Conditional Access + MFA

6. Deploy App Proxy

7. Turn on Identity Protection
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Set Up Do’s and Don'ts
Do: Setup Tenant Branding

Do: Verify your Domain before Sync (Viral takeover)

Do: Setup Technical Notification Email to a DL

Do: Simplify Licensing
o All users group

o Dynamic groups

o On-Premises groups

Do & Re-Do: Network Pre-Reqs

Don’t: Name your tenant: jimscoolthing.onmicrosoft.com

Don’t: Forget about Company level permissions (Get/Set-MSOLCompanyInformation)

Windows Server 
Active Directory

contoso.com?

Viral Domain Cleanup: RMS

Microsoft Azure Active Directory

https://powerbi.microsoft.com/en-us/blog/how-to-perform-an-it-admin-takeover-with-o365/
https://support.office.com/en-us/article/Office-365-URLs-and-IP-address-ranges-8548a211-3fe7-47cb-abb1-355ea5aa88a2?ui=en-US&rs=en-US&ad=US#BKMK_Identity
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Azure AD Connect

April 2017
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Authentication options

• Password Hash Synchronization (PHS)

• Pass-Through Authentication (PTA)

• Seamless Single Sign-on

• Federation (ADFS or 3rd Party)

Password Hash Synchronization 

• Recommended option for organizations who do not want any extra on-premises footprint

LITWARE369 Customer Premises
Office 365 Identity Platform

Azure Active Directory 

Sign-in Service

Directory Store

On-premises directory

Sign-in

Azure AD Connect
User accounts

Password hashes
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LITWARE369 Customer Premises

Office 365 Identity Platform

Azure Active Directory 

Sign-in Service

Directory Store

On-premises directory

Sign-in

Azure AD Connect
User accounts

AuthenticationAuthentication

Connector

Pass-Through Authentication 

• Keeps passwords on-premises but with very little on-premises footprint (lightweight agent)

• Only supports Modern Authentication capable clients & browsers (no EAS, no Outlook 2010)

• No inbound port requirements

Seamless Single Sign-on

• Kerberos based, no additional servers or infrastructure required on-premises

• SSO is provided for all domain joined corporate machines with line of sight to a DC

• Only supports Modern Authentication clients (& browsers) on Kerberos capable operating systems

LITWARE369 Customer Premises

On-premises directory

Office 365 Identity Platform

Azure Active Directory 

Sign-in Service

Directory Store

4. Returns Kerberos 

ticket

1. Challenge for 

Kerberos ticket
2. Ticket request from 

Active Directory

3. DC returns 

result
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LITWARE369 Customer Premises

Office 365 Identity Platform

Azure Active Directory 

Sign-in Service

Directory Store

On-premises directory

Sign-in

Azure AD Connect
User accounts

Password hashes

Security Token Service

AuthenticationAuthentication

Federation

• Keeps passwords on-premises and the IDP under the organization's control

• Lots of flexibility (but with added complexity) + 3rd party interoperability

• Required for Device Registration scenarios for Windows 7 and Windows 8.1 clients

Auth Do’s and Don'ts 
Do: Choose the simplest authN method for your needs

Do: Look at using Windows 10 if you want the best SSO experience possible

Do: Know which clients, scenarios & applications support which methods

Do: Understand the nuances between Single Sign-on vs Same Sign-on

Do: Enable Password Hash Sync even if you are federated (leaked credential report)

Do: Leave a global admin @onmicrosoft.com account when federated

Don’t: Default to deploying AD FS

Don’t: Forget about signing certificates rolling annually in AD FS
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Sync Do’s and Don'ts 
Do: Plan your Upgrade:

o Automatic in-place

o Manual in-place

o Parallel (staging) box

Do: Enable Azure AD Connect Health for Sync, ADFS, & ADDS

Do: Sync only what you need

Do: Use a “Consistency GUID” if you are Multi-Forest

Do: Understand Password Hash Sync and Password Writeback

Don’t: Forget Directory Size:
o 50K by default

o 100K Sync Database object limit 

o 300K if you verify a domain

o Support ticket to raise it beyond

Don’t: Force Weekly Full Sync 

Don’t: Force full password hash sync

Don’t: Leave the Sync UI open

Microsoft Azure Active Directory

Windows Server 
Active Directory

Sync Consistency GUID:

Windows Server 
Active Directory

X

X

https://azure.microsoft.com/en-us/documentation/articles/active-directory-aadconnect-feature-automatic-upgrade/
https://blog.msresource.net/2015/05/20/revisiting-the-microsoft-online-immutable-id-design-decision/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-aadconnectsync-implement-password-synchronization/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-passwords-learn-more/#how-password-writeback-works
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Sync Consistency GUID:

Microsoft Azure Active Directory

Windows Server 
Active Directory

Sync Consistency GUID:

Windows Server 
Active Directory
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Connect Health

• Simple, low noise alerting system with helpful troubleshooting 
information

• Supports the monitoring of: 
o AD FS

o AD DS (in preview)

o Azure AD Connect (Sync)

• Reports and operational insights about usage, trends and more

• Extremely easy to onboard (agent based)
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Connect Health Reporting & Alerting

• Sync error reports for AAD Connect

• Replication status and health of Domain Controllers

• AD FS performance and usage trends

• AD FS bad password attempts 

Connect Health Do’s and Don'ts 
Do: Deploy all health agents

Do: Upgrade to latest and greatest AD Connect

Do: Delegate access to health portal

Do: Follow best practices suggested by health agents

Do: Enable agent auto update

Do: Install AD DS Health agent to see: Replication, Logins by type, DCs, 
Domains Sites 

Don’t: Not deploy the health agents 

Gotcha: Password Writeback not monitored yet
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Microsoft Azure
Active Directory

Service Bus Azure AD Connect
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SSPR Do’s and Don'ts 
Do: Your pre/post data homework

Do: Get executive sponsorship and communicate to end users

Do: Enable Password Write-back

Do: Know that write-back works for federated scenarios

Do: Stage using “Restrict Access to Password Reset”

Do: Use “Require Users To Register When Signing In”

Do: Deploy alongside an app that users want to use

Do: Consider building an SSPR site

Don’t: test with an Administrative Account



Microsoft Ignite 2016 5/1/2017 8:45 PM

24

Windows Server 
Active Directory

ADFS/WAP

Multi-Factor
Authentication

Microsoft Azure
Active Directory

MFA Do’s and Don'ts 
Do: Use cloud-based Azure MFA over On-Prem MFA Server

Do: Know how to troubleshoot MFA authentications

Do: Know how to troubleshoot Modern Auth issues http://aka.ms/icesdptool

Do: Use the Mobile App over SMS

Do: Use Conditional Access

Do: Consider using Identity Protection

Don’t: Assume users / business units will understand why

Don’t: Forget about the last 5%

http://aka.ms/icesdptool
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Conditional Access Controls

Application
Per app policy 

Client type

User attributes
Group membership

Devices
Domain Joined

Compliant

Platform type (OS)

Location
IP Range

Risk
Session risk

User risk

ENFORCE MFA

ALLOW

LIMIT SESSION

BLOCK

Cloud and

On-premises 

applications
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Conditional Access Do’s and Don'ts 
Do: Test configuration in a test environment

Do: A phased roll out

Do: Understand the authentication flow experience 

Do: Understand a policy on a service will apply to all apps that call that 
service (Ex: Skype client calls Exchange)

Do: Use Azure AD CA over ADFS rules where possible 

Do: Have an account excluded from all app polices  

Don’t: Apply a policy to “All Apps” for “All Users”
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Forefront UAG/TMG

Web Application Proxy

+

AD FS

Microsoft Azure
Active Directory
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App Proxy Do’s and Don'ts 
Do: Understand the connector group model

Do: Onboard new apps into their own connector group to start

Do: Set App Proxy Connector Service recovery to restart

Do: Deploy multiple connectors for load balancing / redundancy

Don’t: Place the connector in the DMZ

Don’t: Forget about pass through scenarios

Don’t: Forget about hyperlinks to other internal sites
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Azure AD Identity Protection

• Gain real-time insights into threats and suspicious sign-in 
activity

• Monitor your users patterns and expose obvious threats

• Protect against leaked or compromised credentials

• Enforce conditional access based on risk profile

• Use it as a method to pre-register users for MFA

Identity Protection Do’s and Don'ts 

Do: Use group scope for rollout

Do: Use MFA Pre-Registration

Do: Enable Sign-in Risk Policy

Do: Attest/verify MFA registrations

Do: Delegate read only access to security team

Don’t: Enable before you understand User Risk and Sign-in 
Risk. New Location = MFA challenge

Gotcha: Securing initial MFA registration


